
Amazon Citrix Microsoft VMware Citrix Microsoft VMware Amazon Citrix Amazon Microsoft Citrix Amazon Microsoft Citrix Citrix Microsoft

WorkSpaces 

PCoIP

HDX RDP Blast, PCoIP & 

RDP

HDX RDP Blast WorkSpaces 

PCoIP

HDX WorkSpaces 

PCoIP

RDP HDX WorkSpaces 

PCoIP

RDP HDX HDX RDP

DEVICE_ACCESSPOINT_X_BSSID Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_X_FREQUENCY Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_X_QUALITY Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_X_SECURE Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_X_SSID Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_X_STRENGTH Dynamic ✓ ✓ ✓ ✓

DEVICE_ACCESSPOINT_COUNT Dynamic ✓ ✓ ✓ ✓

DEVICE_CELLULAR_TYPE Real Time ✓ ✓ ✓ ✓

DEVICE_CELLULAR_CLASS Real Time ✓ ✓ ✓ ✓

DEVICE_CELLULAR_ID Real Time ✓ ✓ ✓ ✓

DEVICE_CELLULAR_COUNTRY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CELLULAR_COUNTRY_CODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CELLULAR_NETWORK Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CELLULAR_NETWORK_CODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CELLULAR_ROAMING Real Time ✓ ✓ ✓ ✓

DEVICE_CELLULAR_PRODUCT Real Time ✓ ✓ ✓ ✓

DEVICE_CELLULAR_VENDOR Real Time ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_EXTENDEDUSAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_ISSUER Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_LOCATION Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_NOTAFTER Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_NOTBEFORE Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_POLICIES Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_ROOT_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_ROOT_THUMBPRINT_SHA256 Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_SERIALNUMBER Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_SIGNATUREALGORITHM Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_STORE Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_SUBJECT Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_TEMPLATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_THUMBPRINT_SHA256 Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_TPM_KEY_ATTESTATION Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_USAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_VERIFICATIONERROR Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_X_VERSION Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_CERTIFICATE_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DEVICETRUST_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_ADAPTER_PRODUCT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_ADAPTER_VENDOR Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_BPP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_DPI Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_HEIGHT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_MONITOR_EXTERNAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_MONITOR_PRODUCT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_MONITOR_SERIALNUMBER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_MONITOR_VENDOR Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_X_WIDTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DISPLAY_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DOMAIN_NAME Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DOMAIN_DNS Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DOMAIN_JOIN Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_DOMAIN_ID Session ✓ ✓ ✓ ✓

DEVICE_ELUX_ENVIRONMENT_COUNT Session ✓ ✓

DEVICE_ELUX_ENVIRONMENT_X_NAME Session ✓ ✓

DEVICE_ELUX_ENVIRONMENT_X_VALUE Session ✓ ✓

DEVICE_ELUX_HOSTID Session ✓ ✓

DEVICE_ELUX_INFO1 Session ✓ ✓

DEVICE_ELUX_INFO2 Session ✓ ✓

DEVICE_ELUX_INFO3 Session ✓ ✓

DEVICE_ELUX_OU_ID Session ✓ ✓

DEVICE_ELUX_SCOUT_CERTIFICATE_SERIALNUMBER Session ✓ ✓

DEVICE_ELUX_SCOUT_CERTIFICATE_SUBJECT Session ✓ ✓

DEVICE_ELUX_SCOUT_CERTIFICATE_THUMBPRINT_SHA256 Session ✓ ✓

DEVICE_ELUX_SCOUT_IP Session ✓ ✓

DEVICE_ELUX_SCOUT_NAME Session ✓ ✓

DEVICE_ELUX_SCOUT_VERSION Session ✓ ✓

DEVICE_HARDWARE_BIOS_RELEASEDATE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_BIOS_SERIAL Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_BIOS_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_CPU Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_CPU_COUNT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_CPU_SPEED Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_LID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_MODEL Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_ROLE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_SECUREBOOT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_SYSTEMMEMORY Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_VENDOR Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_HARDWARE_VIRTUALIZATION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ENVIRONMENT_COUNT Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ENVIRONMENT_X_NAME Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ENVIRONMENT_X_VALUE Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ICG_CERTIFICATE_SERIALNUMBER Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ICG_CERTIFICATE_SUBJECT Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ICG_CERTIFICATE_THUMBPRINT_SHA256 Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_ICG_SERVER Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_STRUCTURETAG Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_UMS_CERTIFICATE_SERIALNUMBER Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_UMS_CERTIFICATE_SUBJECT Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_UMS_CERTIFICATE_THUMBPRINT_SHA256 Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IGEL_UMS_SERVER Session ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_IOS_BIOMETRICS Session ✓ ✓ ✓

DEVICE_IOS_PASSCODE Session ✓ ✓ ✓

DEVICE_IOS_JAILBROKEN Session ✓ ✓ ✓

DEVICE_INPUT_KEYBOARD Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_INPUT_MOUSE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_INPUT_PEN Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_INPUT_TOUCH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_ACCURACY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_BUILDING Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_COUNTRY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_COUNTY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_POSITION Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_POSTCODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_PROVIDER Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_SOURCE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_STATE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_STREET Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_TOWN Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOCATION_URL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_BUSTYPE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_DRIVE Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_ENCRYPTED Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_FILESYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_FLAGS Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_FREE Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_FREEMB Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_HIDDEN Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_LABEL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_NAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_PATH Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

eLux RP (6.5) and higher

Unicon(6)

macOS
(4)

deviceTRUST Property Matrix 20.2

Endpoint Operating System (OS)

Property Type

iOS
(3)Windows 8, Windows Server 2012 R2 and higher

Microsoft Apple IGEL(5)

IGEL OS (10.5.500) and higher

Ubuntu

Ubuntu (18.04) and higher
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DEVICE_LOGICALDISK_X_PRODUCT_ID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_SERIALNUMBER Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_SYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_TOTALMB Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_TYPE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_X_VENDOR_ID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_LOGICALDISK_COUNT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_MACOS_ICLOUD_ACCOUNT Dynamic ✓ ✓

DEVICE_MACOS_SYSTEMINTEGRITYPROTECTION Dynamic ✓ ✓

DEVICE_MACOS_SECUREVIRTUALMEMORY Dynamic ✓ ✓

DEVICE_MACOS_GATEKEEPER Dynamic ✓ ✓

DEVICE_MACOSFIREWALL_ENABLED Real Time ✓ ✓

DEVICE_MACOSFIREWALL_VERSION Real Time ✓ ✓

DEVICE_MACOSFIREWALL_STEALTHMODE Real Time ✓ ✓

DEVICE_MACOSFIREWALL_BLOCKALLINBOUND Real Time ✓ ✓

DEVICE_MACOSFIREWALL_ALLOWSIGNEDINBOUND Real Time ✓ ✓

DEVICE_MACOSFIREWALL_ALLOWSIGNEDDOWNLOADINBOUND Real Time ✓ ✓

DEVICE_MACOSFIREWALL_INBOUNDRULES_PROGRAMS Real Time ✓ ✓

DEVICE_MACOSFIREWALL_INBOUNDRULES_SERVICES Real Time ✓ ✓

DEVICE_MACOSFIREWALL_INBOUNDRULES_EXCEPTIONS Real Time ✓ ✓

DEVICE_MACOSUPDATE_ENABLED Real Time ✓ ✓

DEVICE_MACOSUPDATE_VERSION Real Time ✓ ✓

DEVICE_MACOSUPDATE_LASTSEARCH Real Time ✓ ✓

DEVICE_MACOSUPDATE_UPDATE_COUNT Real Time ✓ ✓

DEVICE_MACOSUPDATE_UPDATE_X_NAME Real Time ✓ ✓

DEVICE_MACOSUPDATE_UPDATE_X_PRODUCTKEY Real Time ✓ ✓

DEVICE_MACOSUPDATE_UPDATE_X_VERSION Real Time ✓ ✓

DEVICE_MACOSUPDATE_IGNOREUPDATE Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_CHECK Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_DOWNLOAD Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_INSTALL_MACOS Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_INSTALL_APPSTORE Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_INSTALL_SECURITY Real Time ✓ ✓

DEVICE_MACOSUPDATE_AUTO_INSTALL_DATA Real Time ✓ ✓

DEVICE_MAPPEDDRIVE_X_DRIVE Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_X_HIDDEN Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_X_PROVIDER Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_X_SERVER Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_X_SHARE Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_X_USER Dynamic ✓ ✓ ✓ ✓

DEVICE_MAPPEDDRIVE_COUNT Dynamic ✓ ✓ ✓ ✓

DEVICE_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NAME_DN Session ✓ ✓ ✓ ✓

DEVICE_NAME_DNS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NAME_SID Session ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_CATEGORY Dynamic ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DESCRIPTION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DHCP_ENABLED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DHCP_EXPIRES Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DHCP_LEASE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DHCP_SERVER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DNS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_DNS_SUFFIX Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_GATEWAY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_GATEWAY_MAC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_IPV4 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_IPV4_SUBNET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_IPV6 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_IPV6_SUBNET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_MAC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_SPEED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_STATUS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_TYPE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_VIRTUAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_WIFI_BSSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_WIFI_SECURITY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_WIFI_SSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_WIFI_STRENGTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_X_WINS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_NETWORK_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_DESCRIPTION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_PLATFORM Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_STARTUPTIME Session ✓ ✓ ✓ ✓

DEVICE_OS_TYPE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_OS_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_POLICY_PASSWORD_FORCELOGOFF Dynamic ✓ ✓ ✓ ✓

DEVICE_POLICY_PASSWORD_HISTORY Dynamic ✓ ✓ ✓ ✓

DEVICE_POLICY_PASSWORD_MAXAGE Dynamic ✓ ✓ ✓ ✓

DEVICE_POLICY_PASSWORD_MINAGE Dynamic ✓ ✓ ✓ ✓

DEVICE_POLICY_PASSWORD_MINLENGTH Dynamic ✓ ✓ ✓ ✓

DEVICE_POWER_AC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_POWER_BATTERY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_POWER_SCHEME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DEFAULT Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DIRECTORY_PUBLISHED Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DRIVER Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DRIVER_FILE Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DRIVER_MANUFACTURER Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_DRIVER_VERSION Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_ERRORS Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_KEEP_PRINT_JOBS Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_LOCAL Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_LOCATION Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_NAME Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_PORT Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_SERVER Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_X_SHARE Dynamic ✓ ✓ ✓ ✓

DEVICE_PRINTER_COUNT Dynamic ✓ ✓ ✓ ✓

DEVICE_REGION_KEYBOARD_LANGUAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REGION_KEYBOARD_LOCALE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REGION_LANGUAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REGION_LOCALE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REGION_TIMEZONE_OFFSET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_ACTIVE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_PROTOCOL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_REMOTE_INSTALLPATH (2) Real Time ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_REMOTE_IP Real Time ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_REMOTE_NAME Real Time ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_REMOTE_PLATFORM Real Time ✓ ✓ ✓ ✓

DEVICE_REMOTECONTROL_REMOTE_VERSION (2) Real Time ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_OUTBOUND_ADDRESS Dynamic ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_OUTBOUND_DNS Dynamic ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_PLUGINS_SKYPE Dynamic ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_PLUGINS_SKYPE_VERSION Dynamic ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_RUNTIME Session ✓ ✓ ✓ ✓

DEVICE_REMOTINGCLIENT_VERSION Session ✓ ✓ ✓ ✓

DEVICE_SCREENSAVER_ENABLED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SCREENSAVER_FILENAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SCREENSAVER_SECURE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SCREENSAVER_TIMEOUT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SECURITYPRODUCT_COUNT Real Time ✓ ✓ ✓ ✓ ✓ ✓
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DEVICE_SECURITYPRODUCT_X_CATEGORY Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SECURITYPRODUCT_X_NAME Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SECURITYPRODUCT_X_STATUS Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SECURITYPRODUCT_X_TIMESTAMP Real Time ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SMARTCARDREADER_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_SMARTCARDREADER_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_ATTRIBUTE_COUNT Session ✓ ✓ ✓ ✓

DEVICE_USER_ATTRIBUTE_X_NAME Session ✓ ✓ ✓ ✓

DEVICE_USER_ATTRIBUTE_X_VALUE Session ✓ ✓ ✓ ✓

DEVICE_USER_AUTH Session ✓ ✓ ✓ ✓

DEVICE_USER_AUTH_PRINCIPAL Session ✓ ✓ ✓ ✓

DEVICE_USER_AUTH_PROVIDER Session ✓ ✓ ✓ ✓

DEVICE_USER_CACHEDCREDENTIALS Session ✓ ✓ ✓ ✓

DEVICE_USER_DOMAINLOGON Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_LOCALADMIN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_NAME_DN Session ✓ ✓ ✓ ✓

DEVICE_USER_NAME_DOMAIN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_NAME_DOMAIN_DNS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_USER_PASSWORD_AGE Session ✓ ✓ ✓ ✓

DEVICE_USER_PASSWORD_AUTOLOGON Session ✓ ✓ ✓ ✓

DEVICE_USER_SID Session ✓ ✓ ✓ ✓

DEVICE_WHOIS_COUNTRY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_WHOIS_DNS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_WHOIS_IP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_WHOIS_ISP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

DEVICE_WINDOWS_SMARTSCREEN_EDGE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWS_SMARTSCREEN_EXPLORER Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWS_SMARTSCREEN_STORE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWS_UAC_ENABLED Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWS_UAC_POLICY Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_BEHAVIORTHREATS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_LASTFULLSCAN Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_LASTQUICKSCAN Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_REALTIMEPROTECTION Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_SIGNATURETHREATS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_STATUS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_ANTIMALWARE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_ANTISPYWARE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_ANTIVIRUS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_ENGINE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_NETWORKDEFINITION Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSDEFENDER_VERSION_NETWORKENGINE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_BLOCKALLINBOUND Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLED Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLEDNOTIFICATIONS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_INBOUNDALLOWED Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_NAME Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_OUTBOUNDALLOWED Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_ACTIVEPROFILES_RESPONDTOMULTICAST Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_INBOUNDRULES_ANY Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_INBOUNDRULES_PACKAGES Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_INBOUNDRULES_PROGRAMS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_INBOUNDRULES_SERVICES Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_INBOUNDRULES_SYSTEM Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_ANY Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_PACKAGES Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_PROGRAMS Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_SERVICES Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSFIREWALL_OUTBOUNDRULES_SYSTEM Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSREGISTRY_COUNT Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSREGISTRY_X_DATA Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSREGISTRY_X_PATH Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSREGISTRY_X_VALUE Real Time ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_ENABLED Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_LASTINSTALL Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_LASTSEARCH Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_NOTIFICATIONLEVEL Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_CRITICAL Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_CRITICAL_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_DEFINITION Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_DEFINITION_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_ROLLUP Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_ROLLUP_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_SECURITY Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_SECURITY_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_SERVICEPACK Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_SERVICEPACK_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_UPDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_UPDATE_RELEASEDATE Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_REBOOTREQUIRED Dynamic ✓ ✓ ✓ ✓

DEVICE_WINDOWSUPDATE_VERSION Dynamic ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_BSSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_FREQUENCY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_QUALITY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_SECURE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_SSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_X_STRENGTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ACCESSPOINT_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_TYPE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_CLASS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_ID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_COUNTRY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_COUNTRY_CODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_NETWORK Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_NETWORK_CODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_ROAMING Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_PRODUCT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CELLULAR_VENDOR Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_EXTENDEDUSAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_ISSUER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_LOCATION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_NOTAFTER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_NOTBEFORE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_POLICIES Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_ROOT_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_ROOT_THUMBPRINT_SHA1 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_SERIALNUMBER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_SIGNATUREALGORITHM Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_STORE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_SUBJECT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_TEMPLATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_THUMBPRINT_SHA1 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_TPM_KEY_ATTESTATION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_USAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_VERIFICATIONERROR Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_X_VERSION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_CERTIFICATE_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_CONNECTED Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_LICENSE_COUNT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_LICENSE_EXPIRYDATE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_LICENSE_ISSUEDATE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_LICENSE_UNIT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
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Amazon Citrix Microsoft VMware Citrix Microsoft VMware Amazon Citrix Amazon Microsoft Citrix Amazon Microsoft Citrix Citrix Microsoft

WorkSpaces 
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HDX RDP Blast, PCoIP & 

RDP

HDX RDP Blast WorkSpaces 
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HDX WorkSpaces 
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RDP HDX WorkSpaces 
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RDP HDX HDX RDP

eLux RP (6.5) and higher

Unicon(6)

macOS
(4)

deviceTRUST Property Matrix 20.2

Endpoint Operating System (OS)

Property Type

iOS
(3)Windows 8, Windows Server 2012 R2 and higher

Microsoft Apple IGEL(5)

IGEL OS (10.5.500) and higher

Ubuntu

Ubuntu (18.04) and higher

HOST_DEVICETRUST_LICENSE_TYPE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_LICENSE_VALID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DEVICETRUST_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_ADAPTER_PRODUCT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_ADAPTER_VENDOR Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_BPP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_DPI Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_HEIGHT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_MONITOR_EXTERNAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_MONITOR_PRODUCT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_MONITOR_SERIALNUMBER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_MONITOR_VENDOR Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_X_WIDTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DISPLAY_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DOMAIN_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DOMAIN_DNS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DOMAIN_JOIN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_DOMAIN_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_BIOS_RELEASEDATE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_BIOS_SERIAL Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_BIOS_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_CPU Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_CPU_COUNT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_CPU_SPEED Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_LID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_MODEL Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_ROLE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_SECUREBOOT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_SYSTEMMEMORY Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_VENDOR Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_HARDWARE_VIRTUALIZATION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_INPUT_KEYBOARD Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_INPUT_MOUSE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_INPUT_PEN Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_INPUT_TOUCH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_ACCURACY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_BUILDING Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_COUNTRY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_COUNTY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_POSITION Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_POSTCODE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_PROVIDER Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_SOURCE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_STATE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_STREET Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_TOWN Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOCATION_URL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_BUSTYPE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_DRIVE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_ENCRYPTED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_FILESYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_FLAGS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_FREE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_FREEMB Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_HIDDEN Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_LABEL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_NAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_PATH Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_PRODUCT_ID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_SERIALNUMBER Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_SYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_TOTALMB Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_TYPE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_X_VENDOR_ID Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_LOGICALDISK_COUNT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_X_HIDDEN Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_X_PROVIDER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_X_SERVER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_X_SHARE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_X_USER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_MAPPEDDRIVE_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NAME_DN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NAME_DNS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NAME_SID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_CATEGORY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DESCRIPTION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DHCP_ENABLED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DHCP_EXPIRES Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DHCP_LEASE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DHCP_SERVER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DNS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_DNS_SUFFIX Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_GATEWAY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_GATEWAY_MAC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_IPV4 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_IPV4_SUBNET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_IPV6 Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_IPV6_SUBNET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_MAC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_SPEED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_STATUS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_TYPE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_VIRTUAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_WIFI_BSSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_WIFI_SECURITY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_WIFI_SSID Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_WIFI_STRENGTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_X_WINS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_NETWORK_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_DESCRIPTION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_PLATFORM Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_STARTUPTIME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_TYPE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_OS_VERSION Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PERFORMANCE_BANDWIDTH 
(1) Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PERFORMANCE_BANDWIDTH_SPEED (1) Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PERFORMANCE_LATENCY (1) Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PERFORMANCE_LATENCY_SPEED (1) Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POLICY_PASSWORD_FORCELOGOFF Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POLICY_PASSWORD_HISTORY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POLICY_PASSWORD_MAXAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POLICY_PASSWORD_MINAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POLICY_PASSWORD_MINLENGTH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POWER_AC Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POWER_BATTERY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_POWER_SCHEME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_DEFAULT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_DIRECTORY_PUBLISHED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
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Endpoint Operating System (OS)

Property Type

iOS
(3)Windows 8, Windows Server 2012 R2 and higher

Microsoft Apple IGEL(5)

IGEL OS (10.5.500) and higher

Ubuntu

Ubuntu (18.04) and higher

HOST_PRINTER_X_DRIVER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_DRIVER_FILE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_DRIVER_MANUFACTURER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_DRIVER_VERSION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_ERRORS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_KEEP_PRINT_JOBS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_LOCAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_LOCATION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_PORT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_SERVER Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_X_SHARE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_PRINTER_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REGION_KEYBOARD_LANGUAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REGION_KEYBOARD_LOCALE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REGION_LANGUAGE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REGION_LOCALE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REGION_TIMEZONE_OFFSET Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_ACTIVE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_GATEWAY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_GATEWAY_IP Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_PROTOCOL Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_REMOTE_INSTALLPATH 
(2) Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_REMOTE_IP Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_REMOTE_NAME (2) Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_REMOTE_PLATFORM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_REMOTECONTROL_REMOTE_VERSION (2) Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SCREENSAVER_ENABLED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SCREENSAVER_FILENAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SCREENSAVER_SECURE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SCREENSAVER_TIMEOUT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SECURITYPRODUCT_COUNT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SECURITYPRODUCT_X_CATEGORY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SECURITYPRODUCT_X_NAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SECURITYPRODUCT_X_STATUS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SECURITYPRODUCT_X_TIMESTAMP Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_CONNECT_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_CONNECT_TIME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_DELIVERY_NAME
 (2) Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_DELIVERY_TYPE (2) Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_IDLEPERIOD Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_LOGON_ID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SESSION_LOGON_TIME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SMARTCARDREADER_X_NAME Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_SMARTCARDREADER_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_ATTRIBUTE_COUNT Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_ATTRIBUTE_X_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_ATTRIBUTE_X_VALUE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_AUTH Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_CACHEDCREDENTIALS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_DOMAINLOGON Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_LOCALADMIN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_NAME Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_NAME_DN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_NAME_DOMAIN Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_NAME_DOMAIN_DNS Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_PASSWORD_AGE Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_PASSWORD_AUTOLOGON Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_USER_SID Session ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WHOIS_COUNTRY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WHOIS_DNS Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WHOIS_IP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WHOIS_ISP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWS_SMARTSCREEN_EDGE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWS_SMARTSCREEN_EXPLORER Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWS_SMARTSCREEN_STORE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWS_UAC_ENABLED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWS_UAC_POLICY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_BEHAVIORTHREATS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_LASTFULLSCAN Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_LASTQUICKSCAN Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_REALTIMEPROTECTION Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_SIGNATURETHREATS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_STATUS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_ANTIMALWARE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_ANTISPYWARE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_ANTIVIRUS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_ENGINE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_NETWORKDEFINITION Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSDEFENDER_VERSION_NETWORKENGINE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_BLOCKALLINBOUND Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_DISABLEDNOTIFICATIONS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_INBOUNDALLOWED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_NAME Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_OUTBOUNDALLOWED Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_ACTIVEPROFILES_RESPONDTOMULTICAST Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_INBOUNDRULES_ANY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_INBOUNDRULES_PACKAGES Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_INBOUNDRULES_PROGRAMS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_INBOUNDRULES_SERVICES Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_INBOUNDRULES_SYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_OUTBOUNDRULES_ANY Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_OUTBOUNDRULES_PACKAGES Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_OUTBOUNDRULES_PROGRAMS Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_OUTBOUNDRULES_SERVICES Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSFIREWALL_OUTBOUNDRULES_SYSTEM Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSREGISTRY_COUNT Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSREGISTRY_X_DATA Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSREGISTRY_X_PATH Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSREGISTRY_X_VALUE Real Time ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_ENABLED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_LASTINSTALL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_LASTSEARCH Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_NOTIFICATIONLEVEL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_CRITICAL Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_CRITICAL_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_DEFINITION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_DEFINITION_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_ROLLUP Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_ROLLUP_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_SECURITY Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_SECURITY_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_SERVICEPACK Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_SERVICEPACK_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_UPDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_UPDATE_RELEASEDATE Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_REBOOTREQUIRED Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

HOST_WINDOWSUPDATE_VERSION Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

MULTIHOP_COUNT Dynamic ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Notes

deviceTRUST - Property Matrix v20.2.xlsx Version: 21.06.2021



Amazon Citrix Microsoft VMware Citrix Microsoft VMware Amazon Citrix Amazon Microsoft Citrix Amazon Microsoft Citrix Citrix Microsoft

WorkSpaces 

PCoIP

HDX RDP Blast, PCoIP & 

RDP

HDX RDP Blast WorkSpaces 

PCoIP

HDX WorkSpaces 

PCoIP

RDP HDX WorkSpaces 

PCoIP

RDP HDX HDX RDP

eLux RP (6.5) and higher

Unicon(6)

macOS
(4)

deviceTRUST Property Matrix 20.2

Endpoint Operating System (OS)

Property Type

iOS
(3)Windows 8, Windows Server 2012 R2 and higher

Microsoft Apple IGEL(5)

IGEL OS (10.5.500) and higher

Ubuntu

Ubuntu (18.04) and higher

HOST_* properties are representing the host I'm connected to and are available without a deviceTRUST client installed on the remote device

DEVICE_* properties are representing the remote device and are only available if a deviceTRUST client is installed on the remote device

Property Type

Session = This property is a session specific property and is valid for the lifetime of the user session

Dynamic = This property is a dynamic property and is checked for changes once per minute (can be defined)

Real Time = This property is a real time property and gets immediately updated when the value has been changed

(1)
 Not available on Microsoft Server 2008 R2 when using Remote Desktop Protocol (RDP)

(2) Not available when using Remote Desktop Protocol (RDP)
(3) Apple iOS version 11 or higher
(4)

 Apple macOS version 10.12 or higher and Citrix HDX only with Citrix Workspace App version 1903 or higher
(5) The deviceTRUST client is pre-installed in IGEL's own Linux-based operating system IGEL OS (version 10.03.500 or higher) and can be easily activated via the IGEL Universal Management Suite (UMS)
(6)

 The deviceTRUST client package can be downloaded from the Unicon Software portal https://myelux.com and be easily activated and deployed with the SCOUT Management Server and ELIAS
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